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Objective and Explanation of this Document: 
The objective of this document is to assist providers with migration from Verizon two factor authentication to 
Exostar.  Before NewCrop can migrate your account to Exostar for EPCS every EPCS prescriber must sign 
up and complete Exostar Identity Proofing.  
 
Once all prescribers have completed the Exostar Identity Proofing then the practice account is switched to 
Exostar.   
 
The deadline to compete this switch is February 28, 2018.  You will not be able to prescribe controlled 
substances electronically. 
 
This is a step-by-step outline with screenshots and instructions that are meant to show the various steps both 
in Newcrop and in Exostar. If you have questions before starting this process, please contact Client Services. 
The process takes approximately 30 minutes for each prescriber. We always recommend that you once you 
start the process, you complete the process in the same sitting. There is an annual renewal of your 
subscription with Exostar as well as the payment for the service; however, this registration process is 
completed only once. 

 
 
To Migrate to Exostar for EPCS, the following must be completed: 

1. Registration with Exostar for every EPCS prescriber 
2. Grant and Finalize steps in NewCrop screens 
3. Contact Amazing Charts to switch your account to Exostar 

 
Common Terms in this process: 
EPCS - Electronic Prescribing of Controlled Substances: Electronic transmission of controlled drugs 
Exostar – Our partner for the identity proofing process. 
IDP – Identity Proofing: Process of legal verification of identity 
Vetting Process – The process by which identity is verified during the registration process. 
OTP – One Time Passcode: The six-digit passcode received during the second phase of 2 factor authentication. 
TFA – Two Factor Authentication: Using a combination of the username/password for the first authentication 
and an OTP for the second factor. This is the security measure that is required by the DEA for electronic 
transmission of controlled drugs. The first factor, the username/password is your login to your EMR. The 
second factor, the OTP, will be activated during this process. 
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BEFORE YOU BEGIN! 
Authy App:  Before starting the registration process, install and begin setup of the Authy app.  You are  
required to bind a token and you can use the Authy app for this purpose.  You will complete setup of the   
Authy app during your Exostar Registration. THE APP MUST BE INSTALLED ON A PHONE, NOT AN iPAD, TABLET 
OR DESKTOP. 

 
 
 
Name Verification: If you are prompted to go through the webcam process with Exostar, please make sure 
that the name being used is the same name that shows on your legal document (driver’s license or passport). 
If this does not match, update the information within your EHR before starting Exostar registration. Please 
reach out to your EHR for assistance. If you do not update this information, you will not be approved during 
your webcam process with Exostar. 
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Sign Up for Exostar 

Login into Amazing Charts as the Prescriber 
Select a Test patient 
Navigate to Write Scripts  
Click ePrescribing from the menu bar and select Manage via NewCrop Screens 
 

 
 
Navigate to Admin tab in the NewCrop window and Select Exostar Sign-up.   
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Enter your HOME address and email address and click Save. Before clicking save, verify the following: 
□ Verify the DEA is correct. If this needs to be corrected, please contact your EHR before proceeding. 
□ The address used below is your HOME ADDRESS. Do NOT use your business address. 

Click “Save”: 
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You will receive a hardware token as part of your registration. (Your hardware token is a device to receive a 
One Time Passcode (OTP).) You can choose to have the hardware token shipped to your location 
(practice/clinic) address or your home address. Click the preferred shipping address, verify it is correct and 
then click “Order Token and Continue Registration”: 

 

 
 

If you choose to continue to registration immediately, you are required to have the Authy app downloaded. 
If you choose to wait to receive the hardware token, you will stop here and resume when you have the 
hardware token in hand. 

 
When ready to begin Exostar registration, click “Click to start ECPS Registration Process”: 
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Once this button is clicked, the Exostar pages will open and you will begin the identity proofing process. 
 

Identity Proofing with Exostar 
 
 

In order to complete identity proofing, you must have an OTP device in hand. Binding an OTP method is part 
of the registration process and is REQUIRED in order to proceed with registration. 

 

 
1. Webcam proofing 
2.  

 
*See appropriate corresponding  documentation for alternative proofing  methods. 
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When ready to begin, review the Subscriber Agreement. Click “I Agree”: 
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Step 1:  Confirm Profile 
Select United States from the drop down and click “Submit”: 

 

Step 2: Verify Identity 
Enter all of your personal information. Review all information carefully. Once information is verified as correct, 
click “I Agree”: 
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You will be presented with questions that will be used to verify your identity. Read all questions carefully. 
When all questions have been answered, click “Next: 
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Step 3: Bind Token(s) 
Hardware Token: You will receive a hardware token (fob) as part of your Exostar registration process. You can 
bind this token during the registration process or you can bind it at a later time. To skip this step, click “Skip to 
Next”. 

To bind this token now, enter the serial number (found on the back of the hardware token). 
Press the button to enter the first password (One-Time Password 1). 
Press the button a second time and enter the second password (One-Time Password 2). 
Click “Submit”: 

 

Authy App: The Authy app is another way for you to get your OTP. To bind the app to your profile, enter your 
phone number.  Click Register Phone. 
If you choose to not use the app, click “Skip to Next”: 
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Once the Authy app is opened on your phone, click the red X. If you have not yet downloaded the app, you 
will receive a text message with a link to download the app once you have clicked the red X. 

The Authy App icon: 

 

You will set up the app with your country code, phone number and a text message. Continue to next steps. 

Click the red X and enter the 6 digit passcode from the authy app: 
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Once entered, click “Submit”: 
 

 
 
You will see confirmation that the app is now bound to your profile. Click “Complete”: 
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EXOSTAR ONLY ALLOWS TWO METHODS OF OTP: 
 

1. Authy App 
2. Hardware Token 

 
Per DEA regulation, you are no longer allowed to use text messages or emails as a valid OTP 

method. In the following screens, text messaging will be set up as a way to access your 
Exostar profile, but is not used in transmission of controlled substances. 

 

To access your Exostar profile, you must authenticate using either one of your OTP methods or via a text 
message or voice call.   It is important that you set up text messaging or voice call in the event that you do not 

 
 

 
 

Text Message/Voice call: Enter your cell phone number to receive a text in order to authenticate to your 
profile. Select the Country, enter and verify the phone number to text. Click “Send Code”. 

If you would prefer to have a voice call, change the first drop down to voice call. Enter and verify the phone 
number to call. Click “Call”. 

have access to your OTP method and would like to add a new OTP method. If you are unable to access your 
profile, the current profile will be revoked and you are required to re-start the complete  process. 
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Enter the Verification Code that was sent*. Click “Submit”: 
 

*Once your profile is set up, you can add more than one number to authenticate into your profile. 
 

Click “Complete”: 
 

You have now completed the Exostar registration process! 
Once you reach this step the following should be true: 

 
1. You are successfully vetted. 
2. You should have at least one OTP method (app and/or hardware token) that will be used to transmit a 

controlled substance. 
3. You should have set up either a text message or voice call option to access your profile outside of your 

OTP device. 

You can manage the OTP devices on the NewCrop Admin Tab under “Manage Your EPCS Account” link. 
 

Once the process is completed in Exostar, there are two last steps must be completed in the NewCrop screens. 
These steps are called the Grant and Finalize steps. 
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You CANNOT complete the Grant and Finalize steps if you are 
NOT approved with Exostar. Once approved, you can complete 
the EPCS registration process with both Exostar and NewCrop. 

 
 

 

The Grant Step 
Grant and Finalize Steps 

The DEA requires an “EPCS Administrator” to confirm the identity of the Prescriber – this is called the Grant 
Step. Anyone who’s name in on the list and is NOT the Prescriber can complete the Grant Step as the EPCS 
Administrator. The Prescriber designates the EPCS Administrator by checking the box next to both the EPCS 
Administrator’s name and their own name.  Click Save. 
The Prescriber logs out of NewCrop. 

 
In the example below, Timothy Applegate is the Prescriber and Amber Valentine is the EPCS Administrator. 

 

The EPCS Administrator logs into NewCrop, clicks on the Admin tab and chooses the Prescriber Registration 
and EPCS Setup link. The doctor’s name now appears in the box with Select underlined in blue. 
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Click “Select” next to the Prescriber’s name. The EPCS Administrator logs out. 
 

Finalize the Prescriber 
The Prescriber logs back into NewCrop, clicks on the Admin Tab and chooses the Prescriber Registration and 
EPCS Setup link. The Prescriber’s name will appear in the Finalize Step box. Click “Select”: 

 

Once clicked, the Enter OTP box will appear. 
Use the OTP option that was bound during registration to complete the Finalize step: 

 
1. Authy App: Click Authy Phone App and enter the One Time Passcode from the Authy app. Click 

“Authenticate”. 
2. Hardware Token – Click Hard Token, click the button on the hardware token and enter the 

passcode. Click “Authenticate”. 
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Final Step 
 

1. Repeat the registration process for each prescriber. 
2. Contact Client services once all of the prescribers privileges are granted and finalized. 
3. Client services will switch your account to Exostar.  
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Congratulations! 
You have completed the Exostar EPCS registration 

process.  
See below for how to write a controlled Rx using NewCrop and Exostar. 

 
How to write a controlled Rx 

In NewCrop, write the prescription as appropriate for the medication. Click “Take Complete Rx to Review 
Page”: 

 
 
 
 
 
 
 
 
 

Click “Proceed to Transmit Page”: 
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Choose a pharmacy that accepts controlled Rxs and choose your preferred  OTP delivery method: 
 

Either enter the OTP and click Sign Rx OR send to and approve the push notification your phone: 
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The Receipt page confirms transmission: 
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